
Legal Design 
& consent requirements: 
How to turn theory 
into practice

Digital Law Summer School - “Let’s talk about Legal Design”
University of Geneva - Legal Design & Code Lab (UNIL) & Digital Law Center (UNIGE) 
24/06/2025

Audrey Pety, interaction designer
CNIL Digital Innovation Laboratory (LINC) 



CNIL : Commission Nationale 
Informatiques & Libertés

cnil.fr
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French Data Protection Authority
National Commission on Informatics & Liberties

https://cnil.fr/


CNIL : Commission Nationale 
Informatiques & Libertés
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CNIL supports 
innovation



The LINC : laboratoire d’innovation 
numérique de la CNIL

linc.cnil.fr
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CNIL Digital Innovation Laboratory

https://linc.cnil.fr/


Can design impact 
data protection?

🤔🤔
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🔬🔬



Have you ever clicked…
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here?

First advertising banner on HotWired’s website - October 27, 1994



Have you ever clicked…
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here?



Have you ever clicked…
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ici ?

here?

here?

here? here?
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The example of behaviour when facing cookie banners

Result of an experiment on the design 
of cookie banners

Rapport Protection des données personnelles et 
cookies : l'apport des sciences comportementales,
DITP Behavioral Sciences Cluster 
(Interministerial Directorate for Public 
Transformation) & Behavioural Insights Team 
(BIT)

June 2023

Online randomised controlled trial 
with 4,026 people Fictitious illustration of the homepage screen when 

participants arrive on the trial website

https://linc.cnil.fr/etude-protection-des-donnees-et-cookies-leclairage-des-sciences-comportementales
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The example of behaviour when facing cookie banners

Control banner

Neutral

Deceptive design - Visual

Visually highlighted “Accept”

Deceptive design - Default

"Accept" by default
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The example of behaviour when facing cookie banners

Opposite practice - visual Opposite practice - tracing Opposite practice - tricolor

Highlight the consequences with a 
well-known visual metaphor

" Reject" put forward visually Emphasise the consequences in the title
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The example of behaviour when facing cookie banners

17% 4 % 18 % 

33% 37% 

38% 

Refusal rates show the real impact of design on consent and ability to make a choice

Control banner Deceptive design - VisualDeceptive design - Default

Opposite practice - visual Opposite practice - tracing Opposite practice - tricolor
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The example of behaviour when facing cookie banners

Control bannerDeceptive design - DefaultDeceptive design - Default

1rst banner 3rd banner4%  refusal 10% refusal

against 17% when the banner of 
Control is the first banner

2nd banner

Evidence of a learning effect
18% refusal



25/06/2025 15

Habituation to information and interaction standards

Heatmap of interaction elements position on cookie banners

Position of the "accept" button Position of the "reject" button

"Quantifying Dark Patterns Online", PEReN Study, 2024 (Center of expertise for digital platform regulation)

https://video.cnil.fr/w/b5gaeg7rsZTnTGPJHYjPVB?start=7m43s
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French Government’s Design System
(DSFR)
systeme-de-design.gouv.fr

Material 3
Google’s Design System (2024)
m3.material.io

Habituation to information and interaction standards

Design guidelines that users subconsciously learn
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↘ DSFR – components – Consent baner

Système de design de l’état Français
systeme-de-design.gouv.fr

Encouraging the dissemination of design patterns respectful of privacy 

Habituation to information and interaction standards

https://www.systeme-de-design.gouv.fr/composants-et-modeles/composants/gestionnaire-de-consentement


Guidance 
& dissemination of good practices
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Interface is the first object of mediation

IP Report n°06  : Shaping Choices in the Digital World
From dark patterns to data protection: the influence of ux/ui design on user empowerment

Cahier Innovation & prospective de la CNIL, 2019

https://linc.cnil.fr/cahier-ip6-la-forme-des-choix
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Workshop 
toolkits

Good practices 
& design patterns

Case studies

Practical 
advices

design.cnil.fr/en/Available on



Key concepts to keep in mind
Three concepts of the GDPR lend themselves particularly well to the action of designers in 
order to give users greater control over their data:
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↘ GDPR Cards

↘ GDPR Key concepts

https://design.cnil.fr/en/resources/workshop-kit-thinking-gdpr-ux/


Key concepts to keep in mind
Three concepts of the GDPR lend themselves particularly well to the action of designers in 
order to give users greater control over their data:

25/06/2025 25



Consent
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« ‘consent’ of the data subject means 
any freely given, specific, informed 
and unambiguous indication of the 
data subject's wishes by which he or 
she, by a statement or by a clear 
affirmative action, signifies agreement 
to the processing of personal data 
relating to him or her »

Article 4. 11, GDPR 

↘ Key concept : consent

https://design.cnil.fr/en/concepts/consent/


Consent
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« ‘consent’ of the data subject means 
any freely given, specific, informed 
and unambiguous indication of the 
data subject's wishes by which he or 
she, by a statement or by a clear 
affirmative action, signifies agreement 
to the processing of personal data 
relating to him or her »

Article 4. 11, GDPR 

Consent must not be forced or influenced:
the data subject must be offered a real
choice, without suffering negative
consequences in the case of refusal.

The data subject must be able to refuse
the processing of their data that is not
necessary for the operation of the service
or product they want to use, without
quality of use being negatively impacted.

↘ Key concept : consent

https://design.cnil.fr/en/concepts/consent/


Consent - freely given
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FOCUS OF ATTENTION POSSIBLE APPROACH



Consent
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« ‘consent’ of the data subject means 
any freely given, specific, informed 
and unambiguous indication of the 
data subject's wishes by which he or 
she, by a statement or by a clear 
affirmative action, signifies agreement 
to the processing of personal data 
relating to him or her »

Article 4. 11, GDPR 

Consent must be given for a determined
purpose. If data are used for several uses,
the data subject must be able to specifically
give their consent for each purpose.

↘ Key concept : consent

https://design.cnil.fr/en/concepts/consent/


Consent - specific
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FOCUS OF ATTENTION POSSIBLE APPROACH



Consent
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« ‘consent’ of the data subject means 
any freely given, specific, informed 
and unambiguous indication of the 
data subject's wishes by which he or 
she, by a statement or by a clear 
affirmative action, signifies agreement 
to the processing of personal data 
relating to him or her »

Article 4. 11, GDPR 

Providing information to the data subjects
before obtaining their consent is necessary
to allow them to take decisions with
full knowledge of the facts, to understand
what they are consenting to and to know
how to withdraw their consent. If the
controller does not provide accessible
information, the user’s control over her
data may be insufficient.

↘ Key concept : consent

https://design.cnil.fr/en/concepts/consent/


Consent
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« ‘consent’ of the data subject means 
any freely given, specific, informed 
and unambiguous indication of the 
data subject's wishes by which he or 
she, by a statement or by a clear 
affirmative action, signifies agreement 
to the processing of personal data 
relating to him or her »

Article 4. 11, GDPR 

Consent requires a declaration or any other
clear positive action from the data subject.
She needs to take voluntary and active
action to give her consent which 
demonstrates that she has really consented to 
the processing.
Consent is therefore not unambiguous in
the presence of pre-ticked or pre-enabled
boxes or an inaction (e.g. the absence of
reply to an email requesting consent).

↘ Key concept : consent

https://design.cnil.fr/en/concepts/consent/


Consent 
- unambiguous
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FOCUS OF ATTENTION POSSIBLE APPROACH

↘ Key concept : consent

https://design.cnil.fr/en/concepts/consent/


Key concepts to keep in mind
Three concepts of the GDPR lend themselves particularly well to the action of designers in 
order to give users greater control over their data:
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Information

Any processing of personal data must be lawful and fair. The transparency of the 
processing is one of the main ways of establishing trust with data subjects.
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Information

↘ Key concept : information

↘ GDPR Cards

Any processing of personal data must be lawful and fair. The transparency of the 
processing is one of the main ways of establishing trust with data subjects.

https://design.cnil.fr/en/concepts/information/
https://design.cnil.fr/en/resources/workshop-kit-thinking-gdpr-ux/


Information
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Easily accessible

Understandable, 
simple & clear

Readable and concise

The information must be:

FOCUS OF ATTENTION POSSIBLE APPROACH

↘ Key concept : information

Any processing of personal 
data must be lawful and fair. 

https://design.cnil.fr/en/concepts/information/
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Easily accessible

Understandable, 
simple & clear

Readable and concise

The information must be:

Information FOCUS OF ATTENTION

POSSIBLE APPROACH

↘ Key concept : information

Any processing of personal 
data must be lawful and fair. 

https://design.cnil.fr/en/concepts/information/
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Easily accessible

Understandable, 
simple & clear

Readable and concise

The information must be:

Information FOCUS OF ATTENTION POSSIBLE APPROACH

↘ Key concept : information

Any processing of personal 
data must be lawful and fair. 

https://design.cnil.fr/en/concepts/information/
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design.cnil.fr/design-patterns/

various ways to implement 
the principle of transparency 
within the interfaces 

Design patterns 
21 good practices
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Design patterns: 
implement the principle of transparency

[Structure] 
Layered informations
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[Structure] 
By questions

Design patterns: 
implement the principle of transparency
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[Browsing] 
Table of contents 
as a browsing menu

Design patterns: 
implement the principle of transparency
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[Summarising] 
Synthesis

Design patterns: 
implement the principle of transparency
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[Summarising] 
Using tables

Design patterns: 
implement the principle of transparency
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design.cnil.fr/ressources/

Assets 
& templates

Facilitation 
method

GDPR 
key concepts 

cards

Participative 
tools

2 workshop kits 
with a 

co-design 
approach of 

privacy
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Conducting co-design workshops with minors



Key concepts to keep in mind
Three concepts of the GDPR lend themselves particularly well to the action of designers in 
order to give users greater control over their data:
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observatory-exercice-droits.beta.cnil.fr

https://observatoire-exercice-droits.beta.cnil.fr/


Observatory of Right of Access User journey



Observatory of Right of Access User journey

68 %



Examples of practices observed

observatoire-exercice-droits.beta.cnil.fr

⚠ Automated translation

https://observatoire-exercice-droits.beta.cnil.fr/


Examples of practices observed

Number of 
vertical 
scrolls

Number of clicks



Examples of practices observed

observatoire-exercice-droits.beta.cnil.fr

⚠ Automated translation

https://observatoire-exercice-droits.beta.cnil.fr/


Examples of practices observed

Right of access

Right of access

Right of access

Privacy Center

How does our platform work?



observatoire-exercice-droits.beta.cnil.fr

https://observatoire-exercice-droits.beta.cnil.fr/


Towards a comprehensive approach
of deceptive designs ?

25/06/2025 61

🔎🔎
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The legal framework 
in data protection

« deceptive designs are considered 
interfaces and user experiences (…) that 
lead users into making unintended, 
unwilling and potentially harmful 
decisions in regards of their personal 
data. »

EDPB guidelines on misleading designs in social 
media interfaces: how to recognize and avoid them

Adopted in March 2022



Soon on 
design.cnil.fr
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Towards automated detection of misleading interfaces?

CNIL research seminar 
‘Cookies and other tracers’, 24 October 2024 

Replay on video.cnil.fr!

https://www.peren.gouv.fr/rapports/poster_darkpatt.pdf
https://www.peren.gouv.fr/en/recherche-equipe/nicolas-rolin
https://www.usenix.org/conference/usenixsecurity24/presentation/bouhoula
https://ahmedbouhoula.github.io/
https://arxiv.org/abs/2309.11625
https://victor-morel.net/
https://video.cnil.fr/w/b5gaeg7rsZTnTGPJHYjPVB?start=7m43s
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Towards automated detection of misleading interfaces?

CNIL research seminar 
‘Cookies and other tracers’, 24 October 2024 

PEReN report “Quantifying Dark Patterns Online”, 2024 (Center of expertise for digital platform regulation)

https://www.peren.gouv.fr/rapports/poster_darkpatt.pdf


Ressources:

📌📌
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Legal design & Data protection
↘ design.cnil.fr/en

Design patterns to improve transparency through the user journey
↘ design.cnil.fr/design-patterns/

User experience of GDPR rights on social media platforms
↘ observatoire-exercice-droits.beta.cnil.fr (FR)

News & events 
↘ linc.cnil.fr

https://design.cnil.fr/en/
https://design.cnil.fr/design-patterns/
https://observatoire-exercice-droits.beta.cnil.fr/
http://linc.cnil.fr/


Thank you!
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Privacy Research Day 
4th edition of the CNIL interdisciplinary research conference
Tuesday 1rst July 2025 at 9.30 a.m.
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