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I. PROBLEM

Effective access to and use of relevant data to inform 
decision making is of utmost importance in a public 
health crisis. The COVID-19 pandemic demonstrated 
that access to and use of data on health care, epidemio
logical indicators, behaviour and mobility, supplies of 
essential goods for managing the crisis etc. are not al-
ways possible. Furthermore, it was difficult to assess 
compliance with and the effect of measures taken to 
curb the pandemic. There are two key problems: First, 
high quality data is often not available; second, where 
high quality data exists, it can often not be used in a 
meaningful way. The COVID-19 pandemic highlight-
ed problems that are also likely to affect responses to 
other public health crises such as floods, earthquakes, 
release of chemical pollution or radiation, and power 
outages. With regard to these examples, we define the 
term “public health crisis” as an unusual or unexpect-
ed event with potentially severe consequences for the 
health of a large part of the population.

The ideal state of affairs in fighting a public health 
crisis is for competent government agencies and oth-
er relevant actors to get reliable answers to relevant 
questions. To this end, they must be able to tap into 

relevant data (personal and non-personal) that is stored 
with other government agencies or private actors. A 
promising approach to achieving this goal is to dis-
tinguish between data sharing in crisis and data shar-
ing in non-crisis. If these two states are distinguished, 
there is no need for prospective data sharing, i.e. rel-
evant data need not be pooled in a central system, and 
there is no need to grant access to such data in a state of 
non-crisis. But there is need for shareable data, which 
requires building an infrastructure and establishing a 
legal framework that enable data sharing in the event 
of a crisis. Shareable data may always be useful – but is 
an imperative in a public health crisis.

In such a crisis, many questions require real-time 
and spatially differentiated answers. For example, 
where do risks emerge? Who is at risk? How are people 
at risk behaving? Where are critical assets (e.g. rescue 
equipment) and infrastructure (e.g. emergency rooms) 
located and what is their current capacity? Those are just 
a few examples of questions that would benefit from tap-
ping into existing data streams from individuals, health 
care providers, private companies, or federal and can-
tonal government agencies. However, as the COVID-19 
pandemic has demonstrated, such data is currently not 
readily available.

Three main reasons inhibit access to and use of 
relevant data: (i) technical barriers, in particular that 
data cannot be used properly when required to fight a 
public health crisis, mainly due to difficulties related to 
reporting and aggregate key indicators; (ii) legal barri-
ers, especially through data protection law, which sets 
narrow limits on the use of personal (health) data, in 
particular the use of personal data for a purpose other 
than that for which it was originally collected (second-
ary use); and (iii) societal barriers, such as a lack of data 
literacy and a lack of trust in a large part of the popula-
tion regarding the processing of personal (health) data.

This call for action aims to outline the main is-
sues related to effective access to and use of data in a 
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public health crisis, and to present workable solutions 
to remedy the current shortcomings. It aims to out-
line a promising approach to fight such a crisis, but it 
does not discuss specific use cases within the health 
care sector (e.g. access of government agencies to data 
collected by physicians). Obviously, the implementa-
tion of the approach in Switzerland will have to take 
into account developments at the international and 
European level, particularly with regard to standards. 
While this call for action focuses on public health cri-
ses, the approach outlined may also serve as a model 
for fighting other crises. This call for action does not 
address the funding needed to implement the solu-
tions proposed by various health care providers such 
as hospitals, physicians and pharmacies. We are well 
aware that funding is a key issue, but we believe that it 
is a political question that must be solved by the com-
petent federal and cantonal authorities. While not ad-
dressing all relevant issues, this call for action shows 
that all present problems could be solved if there were 
sufficient will to do so.

II. OBSTACLES

1. Technical barriers
The most important barrier to the effective and mean-
ingful use of data in a public health crisis is the lack of 
standardisation. Data necessary to react to a such crisis 
is held by various actors such as general practitioners, 
hospitals, cantonal (health) authorities and federal offic-
es, and especially by the Federal Office of Public Health 
(FOPH) and the Federal Statistical Office (FSO). These 
actors use various (medical) data record and manage-
ment systems (“data systems”) and data collection pro-
cesses. The lack of standardisation causes important 
lock-in effects, and the lack of governance and enforce-
ment can further contribute to those effects. Medical 
data systems are very expensive and sometimes used for 
many years. Feeding the data is also costly, which is why 
providers of such systems are rarely replaced. Lock-in 
effects reduce competition between suppliers of medi-
cal data systems, and thus contribute to high prices and 
lack of interoperability. More specifically, the following 
technical barriers prevent the use of existing data in a 
public health crisis:

a)	 Lack of machine-readable (structured) digital data:  
Much of the data is not available electronically or in 
a format that is easily machine readable (e.g. physi-
cians’ notes). Much is still done by hand. This also 
applies to notifications that must be made to the 

federal government and the cantons for certain dis-
eases. In such cases, there is often no electronic re-
porting option.

b)	 Lack of agreement on uniform data format: The 
above-mentioned actors store and process data in 
various formats, thus preventing mutual conversa-
tion as the data has no uniform syntax. Although the 
syntax is often well defined in the medical sector, it 
is not used consistently.

c)	 Lack of agreement on uniform data semantics: The 
above-mentioned actors store and process data us-
ing individual semantics. Although the semantics 
are often well defined in the medical sector, there 
are several data system providers that apply different 
semantic standards.

d)	 Lack of interoperability: Interoperability also suf-
fers from the fact that the systems used by the vari-
ous actors do not have compatible interfaces. Worse, 
there is no incentive to enable interoperability, and 
therefore part of the existing software is designed so 
that data export is not possible.

e)	 Lack of data overview: The use of various data sys-
tems also prevents an overview of the kinds of data 
available and where they can be found. This in turn 
prevents a rapid response in the event of a public 
health crisis.

Example

Real-time spatial data on health- 
seeking behaviour (e.g. purchasing 
of over-the-counter medications or 
primary care consultations) may be 
informative about the local dynam-
ics of a public health crisis. Existing 
solutions for reporting health data to 
public authorities (e.g. the Sentinella 
reporting system for diseases) only 
cover some of the potentially rele-
vant data. Technical barriers prevent 
effective access and use of most data 
that is collected by health care pro-
viders (e.g. hospitals, physicians’ of-
fices and pharmacies) and by canton-
al and federal government agencies.
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2. Legal barriers
There are various legal barriers to the effective and 
meaningful use of data in a public health crisis. Many 
result from the application of data protection law that 
regulates all processing of personal data. Anonymisa-
tion would allow for an unlimited use of data, but ef-
fective anonymisation of health data has become very 
difficult, if not impossible. Moreover, anonymisation is 
not always desirable in a public health crisis, as it may 
prevent health care providers from providing services 
to individuals in need.

a)	 Principle of legality: The principle of legality re-
quires that government agencies process data on-
ly on a legal basis. The use of data by government 
agencies to fight a public health crisis is often not 
possible within the current legal framework, as most 
legal bases for the processing of personal data do not 
cover such secondary uses. While the federal law on 
epidemics provides a broad legal basis for the pro-
cessing of personal data by private and public actors 
to fight the spread of a communicable disease, there 
is no such basis for other public health crises.

b)	 Purpose limitation: Several data protection princi-
ples complicate access to and use of personal data 
during a state of crisis. The most important is the 
principle of purpose limitation stating that person-
al data may only be used for the intended purpose 
at the time of acquisition.

Example

In most public health crises, real-time 
spatial data on health-seeking behav-
iour cannot be used by cantonal and 
federal authorities as they lack a legal 
basis (principle of legality) and would 
use data for other purposes than the 
ones it was collected for (principle of 
purpose limitation). In addition, some 
potentially useful data (e.g. data on 
purchasing of over-the-counter medi-
cation in pharmacies) may never have 
been collected or may already have 
been deleted (principle of data minimi-
sation and storage limitation).

c)	 Proportionality: Other problematic principles 
are the principle of proportionality and, as a con-
sequence, the principle of data minimisation and 
storage limitation. According to these, data should 
only be processed to the extent necessary and should 
be deleted as soon as it is no longer needed.

d)	 Discrepancies between federal law and cantonal 
laws: The legal provisions that apply to the process-
ing of personal data differ significantly between the 
federal and cantonal levels, and amongst the various 
cantons. As a result, personal data can be processed 
for some purposes by government agencies at the 
federal level but not at the cantonal level, and vice 
versa. These differences hinder the exchange of data 
during a state of crisis.

e)	 No crisis mode: Data protection law applies equally 
to all situations and does not have any special pro-
visions that would apply in the event of a crisis (e.g. 
to allow for uses to fight a crisis and to ensure faster 
action).

3. Societal barriers
There are also various societal barriers:

a)	 Data literacy: Today, most people perceive the col-
lection and use of personal data solely as a risk and 
a threat that they cannot understand and control, 
thereby ignoring that data is a key resource for deci-
sion making, research and innovation in the digital 
society. To overcome this perception, data literacy 
(i.e. the ability to critically collect, manage, evalu-
ate and use data) must be improved. This also in-
cludes the ability to adequately assess and mitigate 
the risks that may be caused by the processing of 
personal data.

b)	 Public trust: A major issue is the lack of trust 
among the public regarding the use of their data 
by public authorities and private companies. The 
lack of trust derives from the fact that once the data 
is disclosed to public or private actors, people no 
longer know how and to what extent the data flow 
is controlled, documented and secured. Although 
this information is provided by public authorities 
and private companies, the flow of information 
towards the public seems to be disrupted, leading 
to public unawareness and lower levels of trust.

c)	 Fear of data misuse: Parts of the public fear that 
data is used for purposes other than those initially 
communicated (i.e. that data collected to inform 
health policy for the public good will be used by 
private companies for their own benefit). Moreover, 
the public debate on the collection, storage and use 
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of personal data is dominated by a focus on the 
risks involved, while the benefits for individuals 
and society at large are often ignored.

Example

Individuals know little about how  
private companies and government  
agencies collect, store and use their 
personal data. This uncertainty can  
result in fears concerning data misuse, 
data security breaches and discrim-
ination, and a lack of overall trust in 
health system and state activities. This 
is especially the case for data that is 
considered to be personal data, such as 
real-time spatial data on health-seek-
ing behaviour.

and enforcing standardisation of data formats and se-
mantics in the health sector must be implemented. First 
steps have been taken in this regard within the feder-
al administration; these efforts must be continued and 
expanded to private companies operating in the health 
sector. Standard setting should be a bottom-up process 
led by the various actors in the health care system, but 
lawmakers will have to intervene if those actors are un-
able to define the standards. The standards that are to be 
implemented make it possible to share and access data 
in the event of a crisis. In addition, they reduce exist-
ing lock-in effects, because they ensure lower switch-
ing costs and intensify competition. As the nature of a 
future public health crisis is unknown today, the effort 
of standardisation should encompass as much data as 
possible and not be limited to a minimal data set. More 
specifically, the following are needed:

a)	 Obligation for all actors in the health care sector to 
record all data digitally and in a shareable manner. 
Compliance with these standards would serve as a 
condition for a product or system to be allowed on 
the Swiss market.

b)	 Binding standards that ensure data has a minimum 
uniform syntax. Such standards will be implement-
ed through appropriate governance and enforce-
ment mechanisms, in particular through homolo-
gation and certification bodies appointed by public 
authorities (e.g. the specialised body in charge of 
the management and interoperability of government 
data).

c)	 Binding standards that ensure data has a minimum 
level of uniform semantics. Such standards will be 
implemented through appropriate governance and 
enforcement mechanisms, as described above. These 
standards are already being developed in certain 
sectors (e.g. minimum standards for health-related 
data from hospitals and laboratories).

d)	 Systems must be interoperable (i.e. have the nec-
essary interfaces to communicate with each oth-
er). For this, a minimum interoperability inter-
face must be defined and implemented by all health 
care actors. Such requirements will be implemented 
through appropriate governance and enforcement 
mechanisms, as described above.

e)	 The existing obligations to notify data collections 
must be expanded to ensure consistent reporting 
and an up-to-date compilation of data collections 

III. SOLUTION

The challenges mentioned above can be addressed. 
Sometimes this can be done through appropriate mea
sures within the respective area, but often combined 
approaches will be necessary (i.e. measures that affect 
the technical, legal and societal aspects).

1. Technical aspects
The solution is based on the distinction between shared 
data and shareable data. Data is only shared in the 
event of a crisis, under certain conditions and in a cer-
tain way. Data continues to be stored and analysed in a 
decentralised manner. Often, shared data no longer has 
a personal reference. If it still does, privacy-preserving 
technologies can be applied (e.g. the concept of differ-
ential privacy that adds noise to the systems such that 
the probability that an individual can be identified is 
kept low).

Shareability implies that data is available electron-
ically, in a predefined format and in an adequate spatial 
and temporal aggregation, whilst still preserving indi-
vidual privacy; that it can be aggregated with limited 
human intervention and in real-time; and that the data 
or derived results can be shared and pooled on demand 
through a predefined channel or interface. To overcome 
the lack of standardisation, legal provisions requiring 
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including those of private companies operating in 
the health sector. In addition, information about in-
terfaces should be provided, to allow for the auto-
mated execution of queries during the crisis.

Example

If the solutions for the technical and legal 
aspects were implemented, real-time spa-
tial data on health-seeking behaviour (e.g. 
purchase of over-the-counter medications or 
primary care consultations) would be record-
ed digitally and in a shareable manner using 
uniform syntax and semantics. The systems 
used by federal and cantonal government 
agencies and private companies active in the 
health sector would be interoperable, and  
information about existing data collections 
and interfaces would be available. This would 
allow relevant data to be shared in the event 
of a public health crisis, and enable govern-
ment agencies and other relevant actors to 
obtain reliable answers to relevant questions.

abstract but must be addressed when implementing the 
solutions suggested in this call for action. With regard 
to the legal aspects, the following are needed:

a)	 A specific legal basis for the processing of person-
al data by government agencies that takes effect in 
a crisis mode must be established. Such legal basis 
should be provided in federal and cantonal data pro-
tection laws to allow government agencies to process 
all data needed to fight a public health crisis. First 
steps have been taken in the new Swiss Federal Da-
ta Protection Act which will contain a legal basis 
for the processing of personal data, if processing is 
needed to protect the life or physical integrity of an 
individual and there is no time to ask for consent. 
This provision, however, is focused on an individual 
in urgent need of assistance, and cannot provide a 
sound legal basis for the processing of large amounts 
of personal data for the duration of a public health 
crisis.

b)	 A specific legal basis for the processing of person-
al data in a public health crisis would overrule the 
principles of purpose limitation and proportion-
ality with regard to government agencies. A similar 
result could be achieved for private actors by recog-
nising that the processing of personal data in a crisis 
can be based on an overriding public interest which 
would justify a breach of data protection principles. 
In addition, it must be ensured that no consent of in-
dividuals and no approval by ethics committees are 
needed to process data for the purpose of fighting a 
public health crisis. In return, processing must be 
strictly limited to the purpose of fighting the crisis, 
and the use of data for other purposes must be pro-
hibited.

c)	 The existing discrepancies between cantonal and 
federal law must be eliminated, and the same con-
ditions must apply to all actors during a state of cri-
sis. A sole competence of federal law during a state 
of crisis is also conceivable.

d)	 A crisis mode with adequate control measures must 
be established. In this mode, the government agen-
cies would temporarily have additional competen-
cies accompanied by confidence-building and safe-
ty measures. The crisis mode must have a clearly 
defined wind-down process and/or a sunset date. 
Additionally, control mechanisms and compensa-
tion options in the event of harms must be set. A 
control mechanism could be exercised by the Fed-

2. Legal aspects
While some of the problems require adaptations of data 
protection laws, others may be solved through improved 
interpretation of existing laws. In general, the focus of 
data protection law should be less on the regulation (and 
prevention) of data processing and sharing, and more 
on appropriate conditions for sharing and processing. 
The question shall no longer be “if” data may be shared 
and processed, but “how” it can and should be shared 
and processed. This includes adequate measures re-
garding the protection of privacy, particularly regard-
ing data security and the avoidance of specific harm that 
may arise for the individuals concerned. In addition to 
the solutions proposed here, certain governance issues 
must be solved, specifically the allocation of skills and 
tasks amongst federal and cantonal authorities, and how 
these authorities cooperate. In addition, it is vital to es-
tablish the criteria for defining a state of crisis as well 
as the authority that applies the criteria and declares 
the state of crisis. While we recognise that these are 
key issues, we believe that they cannot be solved in the 
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eral Data Protection and Information Commission-
er (FDPIC), which could be supported by a cri-
sis-specific expert panel (with or without 
decision-making power). The FDPIC should only 
take decisions after consultation with other relevant 
government agencies. As always, such decisions are 
subject to judicial review. The control could be com-
plemented by special (alternative) dispute mecha-
nisms which provide for an easily accessible mech-
anism in case of data disputes, particularly for 
compensation in the event of actual harm (e.g. in the 
form of a “lump-sum compensations” for certain 
foreseeable categories of personality rights viola-
tions).

Example

If solutions for technical and legal aspects 
were implemented, real-time spatial data on 
health-seeking behaviour could be used by 
cantonal and federal government agencies on 
a specific legal basis in the event of a public 
health crisis, regardless of the purpose for 
which the data was collected. More relevant 
data would be available due to the relaxa-
tion of the principles of data minimisation and 
storage limitation. The sharing of data be-
tween cantonal and federal authorities would 
not be compromised by differences between 
cantonal and federal law. Specific control 
mechanisms, compensation options and 
dispute mechanisms would ensure that 
individuals receive compensation in the event 
of actual harm caused by the processing of 
personal data about them.

3. Societal aspects
In general, the public trusts the health system in antici-
pation of a net benefit for the individual, the public and 
the system overall. By showing trust, the public legiti-
mises health system activities such as data sharing and 
data use. Communication of health system actors and 
the exchange of information with the public about data 
sharing is critical for building trust. The information 
that health care actors communicate should describe 
past comparative positive experiences of data sharing, 
and present abilities of actors to develop a trustwor-
thy data sharing system in Switzerland and explain fu-
ture actions on how trustworthy data sharing in the 
next public health crisis will be achieved. In addition to 
building trust in the health system, data literacy must 
be promoted.

a)	 Data literacy must be promoted at all levels of the 
society. A data literate society would be able to make 
informed decisions about how data handling (e.g. in 
the health system) should be organised, to assess the 
implications of data policy decisions and to evaluate 
the validity of inferences drawn from data. In the 
future, data literacy will be as necessary for active 
citizenship as the ability to read and write.

b)	 Public trust must be promoted by ensuring that in-
dividuals are informed about existing accountability 
and control mechanisms, such as the monitoring of 
data processing activities of private companies and 
public authorities by the cantonal and federal data 
protection commissioners. This could be achieved 
through an education and information campaign.

c)	 Such a campaign should inform the public about 
the benefits of the processing of personal data for 
individuals and society, the associated risks, and 
the possibilities and limitations of anonymisation 
and pseudonymisation. The public should also be 
informed about existing measures to prevent data 
misuse, how these measures work and what sanc-
tions apply if they are not duly implemented. In 
addition, the public should be informed about the 
need to share data in a public health crisis, the bene-
fits for individuals and society, and the specific con-
trol mechanisms, compensation options and alter-
native dispute mechanisms that apply in the event 
of a crisis.
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Example

If solutions for societal aspects were imple-
mented, the use of real-time spatial data on 
health-seeking behaviour would not only be 
technically possible and legally allowed, but 
also accepted by the public. Individuals would 
better understand how private companies and 
government agencies collect, share and use 
data about them to fight a public health crisis. 
They would also be informed about the 
specific control mechanisms implemented to 
prevent data misuse, as well as the compen-
sation options and dispute mechanisms that 
apply during a public health crisis. Conse-
quently, public trust in the health system 
would be promoted, even in the event of  
a crisis.
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